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Trends in Embedded Systems
h * Mobile

------

‘“ * Web / Browser as standard interface
§% 5555011

-------

.+ Distributed Computing
ﬁm - Independent Graphics

.........

o ¢ Remote Access

21« Projecting vs. Programming
S
_jl_"' * Eclipse

________
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" Competitive Advantages of Java

s IE': « Time to Market
g’ + Reliability
' * Fexibility
ﬁ’ - Look and feel
g - Extensibility
% » Platform independence

||||||||

---------
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RISkS of Traditional Java Technology

f-'_-;:':_i-.--l-f.f-: * High memory requirements

||||||||

--------

-, ..« Poor runtime performance

= o Pauses during execution due to GC
@ - Poor user interface feedback
)} 1 =,

U - Unacceptable for realtime, especially mission
] crifical and safety critical systems

........

le=jeje &

........

|||||||||

........

||||||||

.......



s ?—'Farﬁ_:}_;;:,;}j: - Faster Code

. - Befter time vs. space trade off
... . * Smart Linking

:.; Lo S .

Broi) 53_;_:-;_-_-;,;.;' - Only include what is necessary

l-|l| 111

P AL
s Deterministic Garbage Collection

::;:_ 5 - GC does not interrupt other (realtime) tasks

5 i , o
oo~ No pauses in the application

|||||||||

.......
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The JamaicaVM Solution

------

......

g » Reduction of the Java APIs through
;_;;;;; % --_;:_;g:-}:-_:;-_,;_ configurations and profiles (CLDC, CDC, etc.).
i » Classfile compaction
* Use of a compact class format
* Execution out of ROM
Typical saving: 50% of the code size
wvs 0000 Smart Linking: removal of dead code
% Typical saving: 70-90% of the code size

18 R L

Elejinje o
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The JamaicaVM Solution

' Reduction of Memory Demand
~.. Java bytecode is 2-3x smailer than compiled C Code!

fi Codesize A
: C

Java

s 0.3-0.5MB

>
Vi Application size
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* Just-in-Time Compilation
Nnot deterministic

* Load-time Compilation
high memory demand on the target system

* Static Compilation with Profiling
est results for small, closed gpplications.
Embedded VM for dynamic loaded code

TypICCﬂ compilation speed-up: 10-30 time faster
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H'-I"k-'h .....................

Unpredictable timing due to GC
Jnpredictable memory demand

Jndefined scheduling semantics

(thread priorities and preemption)

NO accurate clocks and timers
Danger of priority inversion in shared code

NO direct hardware access
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Reql Time Specification for Java (RTSJ)

--------

-------

e h * Extends Java for realtime programming
* Many new features

fﬁ{' - Realtime scheduling

'r“" - Priority inversion free synchronization

15 : - Asynchronous Events (Interrupts)
70— Raw memory access

— Accurate clocks and timers

........

|||||||||

- Asynchronous control flow

ITICILILT

--------

.......
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ﬁ ,,,,,, Reqlhme Scheduling

* New execution environment for Java

H. - RealfimeThreads

5 - AsyncEventHandlers

fﬂr-ai_;::_:f_:f,gf__' - At least 28 additional realfime priorifies

22« Scheduler
5., ..~ PriorityScheduler is required as default
Fa0t E_?f_j.;ff - Fixed priority, preemptive scheduling

4 Sh - Both RealtimeThread and AsynEventHandler

----------

AT are Schedulable objects

........
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J;,,;,;* ...... Threqu without GC
-15;5; .. No-Heap version of schedulable objects:

#2000« NoHeapRealtimeThread
e AsyncEventHandler with noheap == frue

£ Only no-heap versions are sure not to be
#2000 interrupted by garbage collection.

= . No-heap threads and event handlers must not
#2000 access heap.

... Runtime checks enforce this by throwing an
lllegalAccessError if a heap object is used.
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HeapMemory
-« default allocation context
* confrolled by GC
* Not accessible by no heap schedulable objects

ImmorthMemory

* default allocation context for static initializers
* memaory is never reclaimed
* accessible by all schedulable objects
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Memory Reclamation without GC

* region based memory management
* only active if entered explicitly
* memory is reclaimed automatically when exited

.. Avoiding dangling and false references

* assignment rules prohibit creation of potential
dangling references:
af=Db
for b in scope s is allowed only if a is in The same
scope or in an inner scope of s.
* lllegalAssignmentError if assignment rule violated
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Access to Physical Memory

------

...... * RawMemoryAccess for getfing and setfing

I=jmjn

¥ ,.%gf‘ff:‘i"i:f*f  bytes of physical memory

= impmgey

- Reading memory mapped sensors

--------

- Device control
* LTPhysicalMemory and VTPhysicalMemory for

iy

'''''''''''

.......

| _T"iﬁ ©© mapping Java object to special memory
i areas

BRDDDUL | |

2 'ﬁgf-i_ii-éi-ff;g: - Make special memory available for Java
e objects, e.g. fast memory.

|||||||
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Task C #rl

Synchronlzqhon
Prlorlty Inversion can be problematic ,peadiine Task A
missed!
Lock(x)
Task A ] —

Task B = jr—e]

I—Irﬁ

-

Lock(x)

M Unlock(x)
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/i Synchronization

#0oo Priority Inheritance Deadline Task A

Lock(x)

[

]

TASK B e ]

i Task C =

""" Lock(x)

:[eouoweuw AJLIOI

—

Unlock(x)
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_____ ~“Synchronization
8 Priority Ceiling Deadline Task A

Lock(X)

Task A

Task B T S—

TCISI( C | !Priori’ry CeilingI

X Lock(X) i Unlock(x)
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--------

______ Prlorlty Inheritance vs Priority Ceiling
o  Priority Inheritance

||||||

f*?j;;:ﬁ_{;;-;;f:{f: + Does not need any user configuration
45 '; ;J—'_gg.-_g;t,;ff' - Deadlock can occur
...... - Priority Ceilling

|||||||

e ; ;325_:-;_-_-5,;?5' + Is inherently deadlock free
PRI , , s .
w00 oo~ Requires manual selection of ceiling priority

|||||||||

Y - may block threads more often than needed

........

||||||||

.......
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”."' :fl‘.{e:.l _: .5 g
... * Bind Schedulable object to an event for
immediate processing upon reception

g - Provides an additional processing paradigm
besides RealtimeThreads

w20« Light weight (>10,000 possible)

18 R L

FARLAD 0 4 e

iy

|||||||||

g __;_:_‘I_”  Executed in a thread context but need not be
bound to one

---------

|||||||||

=1egege

|||||||||
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Asynchronous Transfer of Control (ATC)
12 "_?#* ...... * Enables a thread to inferrupt another thread

--------

-------

------

%’H,‘f”’?i:f*f by throwing an exception in the other threads

i context

e Applications

.........

#5. - Timeouts

---------

‘i&?ﬁ:i;ij?fg;; - Terminate no longer necessary calculation

ITICILIE,

le=jeje &

#%, - Terminating greedy computation

........

|||||||||

ITICILILT
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The Chqllenge Garbage Collection

i “'ff?;'.{'- ‘Garbage Collector
* needs to clean up memory for the user.
In classic Java systems
d -F.A-".‘:.*'.I e
* Dedicated thread for GC

|||||||||

---------

?ﬁr“jj%;ji: * Regularly stops the application for GC work

5 i Consequences

%{3:;;:;, '« Difficult to predict memory demand
¢4+ Unpredictable pauses

""1;,.r:';.;'§;£r:f_: * No realtime or safety critical code possiblel

|||||||||

|||||||
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g_,.an

GC can interrupt execution for long periods of fime:

Thread: time
|
User | mmm b - .
UEC R D | S o

i -_:Problem
long, unpredictable pauses during execution
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f:CIqssu: Garbage Collection
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f:CIqssu: Garbage Collection
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'Clqssu: Garbage Collection
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'Clqssu: Garbage Collection
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'Clqssu: Garbage Collection
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'Clqssu: Garbage Collection

: O-

Root Scanning

. ?_,'_.:_,-‘I ) _: ‘s _

AL e *

sweep

Y

Compact




@US

reqltirme

------------------------
»

. .J g f Wi g ® P
MMM R AR ST '.' ik f ',' : !‘,{‘ff‘_.j‘_.“""‘"‘!‘f*ﬁ“} kb A AN

iy LS| i T T T P T T B

CISS Workshop on Java in Embedded Systems

CIassu: Garbage Collection

: O-

Root Scanning

! O
Mark Q_-» < Y B
OW

ArArrise '.'

[1 _L.l.ll.1|-'l- L,

H.«*.-'.: 2

!

Sweep

Y

Compact




@US

reqltirme

------------------------
»

. .J g f Wi g ® P
MMM R AR ST '.' ik f ',' : !‘,{‘ff‘_.j‘_.“""‘"‘!‘f*ﬁ“} kb A AN

iy LS| i T T T P T T B

CISS Workshop on Java in Embedded Systems

CIassu: Garbage Collection

: O-

Root Scanning

! O
Mark Q_-» < v B
OW

ArArrise '.'

[1 _L.l.ll.1|-'l- L,

H.«*.-'.: 2

!

Sweep

Y

Compact




@US

reqltirme

------------------------
»

. .J g f Wi g ® P
MMM R AR ST '.' ik f ',' : !‘,{‘ff‘_.j‘_.“""‘"‘!‘f*ﬁ“} kb A AN

iy LS| i T T T P T T B

CISS Workshop on Java in Embedded Systems

CIassu: Garbage Collection
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. RTSJ & Realtime Garbage Collection

:.:’ » The RTSJ provides necessary features for

| LI

.;,,__-E?féézgiiri'? © realtime programming
2%« Memory area restrictions can be relaxed

20 - Can use RealtimeThread instead of

AR NoHeapRealtimeThread
BEir : : : :
_~__;;3_j;;,i-_; - Heap allocation possible in realtime code
4.~ Synchronization possible with non realtime tasks
e D A

B without GC interference
wo — GC does not interrupt thread execution
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Safety Critical Java (JSR 302)

:.:’ » Java optimized for safety critical application,

& j=js,

#0 . e.9.DO-178Blevels A and B
£« Based on a subset of the RTS

=« Uses ScopedMemory for managing
g2 dedllocation insfead of garbage collection

J*f * Uses extended typing through annotations to
s support static analysis

i, » Minimum set of supported classes
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Clean syntfax and semantics w/o preprocessor
= wide ranging and better tool support

Better support for separating of subtyping and
reuse via limited inheritance and inferfaces

No explicit poinfer manipulation
Pointer safe deallocation

Single dispatch style

Strong, extendible type system

With RTSJ, well defined tasking model
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The JamaicaVM Solution

\?;:':_s:_-lr.if;j  Eclipse « Data Flow Analysis

Isjejn &

...~ Refactoring - Null pointer
; exceptions

- Remote debugging
PR Bp iy - Type caste

EXOEER
2 ¢ Java Modeling ,
exceptions

© . Languoge

---------

BRYL L , - Improper
2~ Design by contract synchronization
Y R - .
AR Run’rme assertion — Array store exceptions
N checking
B ;,.-'::-:I:::j!::-. - Eormal verification - Scope and
Vigr ormal verineano assignment errors

........
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The JamaicaVM Solution
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" The JamaicaVM Toolset Overview

HOST TARGET

‘ Java Application

Builder b Appli-

cation
e Static Compiler Native
el genennies fast code Standard Classes Code
7o Profiler Analyzer net awt [ swing
af wy h'“-l LI IJI FESOUrCES
: e
Compactor Smart Linker Virtual Machine
for small footpri
:- — Fomoecalocor | W
1 %o Data Flow Analyzer ;
. - fimsds possible -_---:r.-p::ns Tm layu
- finds deadlacks
s Host 0S [
Linux ++ Windows Operation Systems
. ++ QNX ++ Solaris f
il ! . VxWorks ++ QNX ++ Integrity ++ Win CE ++ NetO5 ++ 05-9 ++ RTEMS ++ Euros ++ emb05
s A | ++ ThreadX ++ LinuxiRT ++ Linux ++ Solaris ++ Mac0$ ++ ...
s AL
y.l_l-1|:',\l
%’“J“_;' ke Embedded Processors
Fata u i
AT 8 X86 ++ ARM ++ Net+ARM 44+ XScale ++ PowerPC ++ SH4 ++ Blackfin ++ NEC8500 ++ ERC32
L Sl bl bl | 4+ Sparc ++ V850 ++ m68k ++ ...
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The JamaicaVM Solution

| Buﬂd Process ,

1y
| object JVM
class file lilbrary
files

#”UI 1'-"-I

[ l-|l|.1|-'|- '.

— stand-alone

seTTings Builder T
B application

21 profiling
11| data
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The JamaicaVM Solution

Debugging and Monitoring in Java

JamaicaVM Application

Standard Classes

JVMTI
Agent

JVMTI

JDWP

Eclipse

Debugging
Client

?

Target

Host
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The JamaicaVM Solution

* ' Data Flow Analysis

i > jamaica -dfa test

-------

.- NEEDEDSYNCS D29 (
.. DEADLOCKS ;101 (
... SCOPE CYCLES ; 0 ( ocati ons out of 0)
.| LLEGAL ASSI GNMVENTS ; 0 ( } ocations out of 764)
. CLASSCAST EXCEPTIONS : 128 ( 17 MNocations out of 90)
" ARRAY STORE EXCEPTIONS : 3 (1 Iocations out of  310)
" NULL PO NTER EXCEPTI ONS: 503 (139 | §cations out of 11041)

ocati ons out of 78)
pbcat i ons out of 79)

_'{l_'J_ DI = = P o
L R e T s M R
F o el o ¥, f F - ’. * - ¥,
2 - - &
a

CACHeY =7 SO
et o ¥, #

" _'{l_:dn_
A Tyt i

iy |
L i e s el by By St s el g By Pyt el el iy B Sl el el iy iy S e el Ny iy Sl s el B i e
- By £ y By £ (N
E-.-.". " wy W W, oy Wy Wy wy Wy W, wy Wy W, wy W, W, wi Wy Wy "
rc - =P w = w - w - - = s NC = w - - -
- L "

-'.’;'3.::!: + test.dfa_results. summary
4« + test.dfa results
AR # of Source Code Positions

- o

R

with this problem

BT

[N _'<l.c_
o F, B Ry
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The JamaicaVM Solution

copvioo 1 f (device i nstanceof MyDevi ce)
"'--Z MySensor s = (MySensor) devi ce. sensor;

I nt value = s.reading();

HIJA......

Java Application
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i f (devi ce i nstanceof MyDevice)

”” { NullPointerException
MySensor s = (MySensor) devi nsor;

I nt value = s.reading();

IADRLALSH oy
arEE v ol " . e
s = 1‘. e
% s }
e e ]
) .l B R
o> .
¥ s

LA
RPN D0
AT H IJA High-Integrity
T B , ' Java Application
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VSRR

o rﬁgﬁj?: i f (device instanceof MyDevice)
R | NullPointerException
R 155 r 11 MySensor s = (or) devi nsor;
an O j,r"“ '-'-" -_'.'
T ClassCastException

I nt value = s.reading();

: HIJA......

Java Application
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The JamaicaVM Solution

Detecting Runtime Errors

,:.-f-,_J-: 1 if (device instanceof MyDevice)
putis. NullPointerException
MySensor s = (or) devi nsor;

v ”.j'; ClassCastException

I nt value = @adi ng() ;
NullPointerException

- .-."-._'-I 5 H IJA High-Integrity
R ' Java Application
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CISS Workshop on Java in Embedded Systems

Detechng Runtime Errors

device != null
| f@w ce instanceof MyDeviceD

{ NuIIPoin’rerExcepiion
My Sensor (M‘or) devi nsor;

ClassCastException

I nt value = @adi ng() ;
NullPointerException

HIJA.....

Java Application



{ MySensor s = (or) devi ¢
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L device = null
i f devi ce instanceof MyDevicelD

ClassCastException

I nt value = @adi ng() ;
NullPointerException

HIJA......

Java Application
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L device = null
i f device instanceof MyDevicelD

{3 A
) MySensor s = (or) devi c

""" ClassCastException

I nt val ue = @adi ng();
NullPointerException

HIJA......

Java Application
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Detechng Runtime Errors

i f (devi ce i nstanceof MyDevice)

gi { NullPointerException v/
3 ,i{i,i L MySensor s = (or) devi nsor;
B -f-: ClassCastException

I nt value = @adi ng() ;
NullPointerException

AT H IJA High-Integrity

Java Application
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i f (devi ce i nstanceof MyDevice)

-y ;.r
. : 3 ” :, { NellRointerException v/
T 4 - MySensor s = (Of)

APz :
Giame ClassCastException vqlues_(MyDewce.sensor)
contains only MySensor

I nt value = @adi ng() ;
NullPointerException

HIJA.....

Java Application
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i f (devi ce i nstanceof MyDevice)

{ NelRointerException v/
MySensor s = ( @.. @m

Giame ClassCastException vqlues_(MyDewce.sensor)
contains only MySensor

I nt value = @adi ng() ;
NullPointerException

HIJA.....

Java Application
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PR

: " Detecting Runtime Errors

i f (devi ce i nstanceof MyDevice)

{ NelRointerException v/
MySensor s = ( @ @m

ClassCastException v/ values(MyDevice.sensor)
contains only MySensor

I nt value = @adi ng() ;
NullPointerException

: H IJ A High-Integrity

Java Application
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..'Detecting Runtime Errors

SN 5;_'_  if (device instanceof MDevice)

g‘i‘t R | NullPointerException v
: ,i{i,i Vi MySensor s = (or) devi nsor;
Eyh '1-_~"5 "'j'; ClassCastException v/

I nt value = @adi ng() ;
NullPointerException

8 S0
;3 R H IJA High-Integrity

Java Application
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PR

: " Detecting Runtime Errors

i f (devi ce i nstanceof MyDevice)

{ MySensor s = (or)rExcepﬁonV

ClassCastException v MUl O values(MyDevice.sensor)

I nt value = @adi ng() ;
NullPointerException

: H IJ A High-Integrity

Java Application
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Detechng Runtime Errors

QintereException v

REREEASR I {
_ g}’ﬁi,i 1 My Sensor
~ it =htion v Null O values(MyDevice.sensor)
I nt value =

NullPointerException

AT H IJA High-Integrity

Java Application
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Detechng Runtime Errors

QintereException v

REREEASR I {
_ g}’ﬁi,i 1 My Sensor
~ it =htion v Null O values(MyDevice.sensor)
I nt value =

NullPointerException v/

AT H IJA High-Integrity

Java Application
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o Detechng Runtime Errors

i f (devi ce i nstanceof MyDevice)

SR AR NullPointerException v/
235H f % Ao MySensor s = (or) devi nsor;
BREL "'j'; ClassCastException v/

I nt value = @adi ng() ;
NullPointerException v/

LRy H IJA
o i Z,.-.'; High-Integrity

Java Application
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,,,,,, Dqtq Flow Analysis Results

i:m Application Potentiol Pointers Potentiol type casts Potentiol armay sfore potential synchronization

! ‘;3;;_.5'_1 1 ot % | legd  fod % | emr  fold % [deadock fold %
BEubvii | check w1y 8 70 &5 00 4
OO compes | B W3 2 | 4 8 8 | 1 & 35 @
g‘fﬁ;_}ji;f;':; s G/ R VN O N 1 R I TN A A N A
G | ofcce | & W |5 8 9| 2§ 4| N B W
$oio | o o s s oo®o1 | 1% 3|5 %9
govvo e [ TH 6 | M W 0 | B & 4|7 kD
LR mpegudo | 2 B0 2 [ 9w w1 w15 oa
Fpuee s | i oW W | 5 B 92 % 4N ®H U
FREORVLL ] jock B 6% 6 | 8 W & | 1 % 1| 5 4 0
Beioiii | belo R T O | O I

B

il
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CISS Workshop on Java in Embedded Systems

Dqtq Flow Analysis Performance

Analysis Memory number number of  number of reduction of
application Time Demand of values  invocations  methods accuracy
(sec) (MB)
check 9 32 505 1989 489 0
compress 12 34 529 3084 506 0
jess 196 204 1748 6116 1005 ]
raytrace 103 106 847 /765 691 2
db 18 38 671 3885 592 0
javac /10 188 1454 6986 1755 47
mpegaudio 27 57 2095 6312 692 0
mtrt 102 106 847 7765 691 2
jack 45 /0 2298 9353 757 0
hello 5 34 326 1192 340 0
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Worst Case Stack Usage Analysis

X ,,*-:%Ef??f:f? '??> jamai ca -dfa test

--------

--------

--------

8 -;:f[ N

---------

o L6
g;;;;f"-f;;DFA FI Nl SHED. ANALYSI NG STACK USE. .

270000 STACK USE, 33376~ Fi nal i zerThread[] (System java: 162[])
g;,;..-”l-_.,;-j;;;STACI( US hread[ | (test.]ava: 10| |)
43 ’”":.'..’..’ 'STACK USE: 4866— Thread[ ] (test.java: 21[])
YR STACK USE: 2100 ™N{hread[]: | N TIAL THREAD

........

ITICILIE,

%}m Maximum Java Stack Usage: 1480 Bytes

........

|||||||||

........

--------

.......
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Aeroquce Example

------

quq solution for Satellites VM

AERO

........

111111111

111111

ResuIT of a project with ESA and EADS Astrium

......

.......

ERRULYLL l
+
ﬁm EAB‘%]UM @ esa SEIIIE = mEE D

* Partnership with EADS Astrium in Toulouse

---------
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= quq in Aeronautics

- :";‘;;},g?.f: + The JamaicaVM flew successfully in the first
- test of the EADS UAV, Barracuda

gi’f?:‘.’i.ri‘.;:_if * Used for a DO-1/78B level C application

= impmgey

iy
..........

.........
; .

=1epe g,

--------

--------

---------
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ﬁ’”““ More Java in Aeronautics
e @ﬂﬂfl/w;

Isjejn &

£« The JamaicavM
i, selected for use in
%, the Boeing 787
e Dreamliner

i * Used for secure
F2000 . communication

&e-rf:;},-fé.;'.-.';;-:: with ground stations 787 DRE A@ NES

---------

il

1 LI LI LY
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quq for Industrial Automation

" SIEMENS A&D
? ” e Siemens licensed the JamaicaVM
: 32 for Industrial automation
* Provides safe customization

” * Several Simotion Drive products use the
oo JamaicavVM

111111

........

--------

---------
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The JamaicaVM Solution

B _'Vlsuqllzahon with the JamaicavVMm

AP

;;nu 1,; i
g}‘ "-:I,'l L
AL

S NS

F [ © Maier e » A E =

: @ Schicht I & Home l ﬂParkpos.| @ wrza START STOP ‘I

Fahn PosX | PosY | Pos A |Ma | Ma(b) < I o » 1
B Podposton  AUTO 12
' A

Pos1  0035mm

8 HomePoston AUTO 0 0 0
B Paiposion AUTO 3848 1384 1

(& HomePoston AUTO O 0 0

Pos 0.035 mm

Pos1 0035 mm

Pos 0035 mm

; .
%I @J EJ Pos l 00\15"‘"‘

Pos 0.035 mm
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fVisualization with the JamaicaVM

EPRSERTRSRS DO

EasySpin
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"ﬁﬁ:f"'l’-'-i.-” * The RTSJ provides the basic APls needed for
#2h realtime programming.

5« Realtime garbage collection with RTSJ gives
e, the programmer the full power of Java.

#:0.  « Tool support can help in the detection and
i prevention of subtle programming errors.

i * Thetechnology is being used in real world
%égtf;:@'iszrgf: applications.
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